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ARTIFICIAL INTELLIGENCE

The science and practice of proportionality 
in AI risk evaluations

AI evaluations should provide meaningful risk information without imposing excessive burden 
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A global challenge in artificial intelligence (AI) regulation 
lies in achieving effective risk management without com-
promising innovation and technical progress (1). The Euro-
pean Union (EU) Artificial Intelligence Act (2) represents 
the first regulatory attempt worldwide to navigate this ten-

sion in the form of a binding, risk-based framework. In August 2025, 
obligations for providers of general-purpose AI (GPAI) models under 
the EU AI Act entered into application. They require providers of 
the most advanced GPAI models to evaluate possible systemic risks 
stemming from their models (3). This raises the regulatory challenge 
of ensuring that the evaluations provide meaningful risk informa-
tion without imposing excessive burden on providers. The principle 
of proportionality, a binding requirement under EU law, requires the 
regulator to calibrate its actions to their intended objectives. The ap-
plication of proportionality to model evaluations for AI risk opens 
opportunities to develop scientific methods that operationalize such 
calibration within concrete evaluation practices.

According to the principle of proportionality, EU measures must be 
suitable, necessary, and balanced. A measure is suitable if it pursues 
an objective that is aligned with the intent of its legislative basis and is 
implemented consistently and systematically; in other words, it must 
meet a minimum level of effectiveness for a legitimate aim. It is con-
sidered necessary for the level of effectiveness that it achieves if there 
is no less restrictive yet equally effective means to achieve its objective; 
in other words, it cannot be a case of a sledgehammer cracking a nut. It 
is balanced if its burden does not clearly outweigh its benefit; in other 
words, even if a measure is suitable and necessary, it must not appear 
excessive (4). Regulators have some discretion in determining whether 
a measure meets these conditions, if doing so requires a complex and 
evidence-based case-by-case assessment that a court would not be bet-
ter placed to replicate in hindsight (5). 

Recent work [e.g., (6)] emphasizes the importance of evidence-based 
AI policy and the corresponding need to accelerate evidence generation. 
Nevertheless, it does not address the regulatory question of how much 
evaluation effort is legally justifiable, i.e., of what proportionality means 
in practice. Although this question arises in other regulatory domains 
as well, applying it to AI model evaluations poses distinct challenges (7). 
In the absence of methodologies to determine when requiring an evalu-
ation is proportionate, regulators face limited guidance in navigating 
complex trade-offs, expanding the scope for normative judgment and 
increasing the risk of regulatory outcomes that are insufficiently protec-
tive or unduly burdensome.

PROPORTIONALITY FOR AI RISK EVALUATIONS
The AI Office of the European Commission convened a series of work-
shops to examine how the principle of proportionality can be applied to 
model evaluations for AI risk in practice. The resulting findings point to 

a gap at the intersection of law, science, and evaluation practice: the ab-
sence of clear and scientifically grounded methodologies to determine 
when requiring an evaluation is proportionate.

Suitability
A suitable evaluation contributes consistently and systematically to the 
assessment of a risk posed by the model, reaching a minimum level of 
effectiveness (see the figure). Effectiveness can be measured through 
informational value, i.e., the information that an evaluation provides re-
garding the risk that it is intended to assess within the model. Because 
risk is typically shaped by the AI model and the context in which it is 
developed and deployed, such as its access conditions or platform inte-
gration, an evaluation must take these factors into account to provide 
meaningful information about the risk. Moreover, because the model’s 
outputs may lead to a range of downstream effects, only some of which 
are potentially harmful (8), an evaluation must consider the risk path-
way from the model to harm to provide meaningful information. In 
practice, the following four criteria can be considered for assessing 
whether an evaluation provides sufficient informational value to war-
rant its suitability for a given model (9). 
Realistic The evaluation is designed to reflect real-world conditions 
and operational constraints. For example, for the risk of real-world cy-
ber operations, the evaluation takes into account noisy inputs, system 
configurations, incomplete information, or the human factor.
Sensitive The evaluation can detect meaningful changes in the mod-
el’s performance. For example, evaluations that are already saturated, 
or so difficult that they make it hard to measure progress, yield lim-
ited informational value compared to those that can reliably capture 
incremental improvements. 
Specifi c The evaluation is sufficiently tied to the risk under assess-
ment, for example, by evaluating model capabilities that are relevant to 
an attack chain or risk scenario. 
Rigorous The evaluation is conducted in accordance with measure-
ment science. This implies ensuring the evaluation’s validity, reliability, 
and alignment with technical standards.

Given that these criteria are not binary, the extent to which each 
needs to be met for the evaluation to be deemed suitable is to be deter-
mined on a case-by-case basis, with input from the scientific community.

Necessity
Assessing necessity requires comparing the burden of carrying out the 
evaluation to that of carrying out evaluations with equal or greater ef-
fectiveness for assessing the risk in question (inter-evaluation compari-
son). For a given level of effectiveness, an evaluation is necessary if there 
is no other evaluation that is at least as effective and imposes a lower 
burden (see the figure). The following two considerations are relevant 
for assessing and comparing the burden of evaluations. 
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Level of intrusiveness The extent to which an evaluation interferes 
with the provider’s business, the model infrastructure, or users’ experi-
ence needs to be taken into consideration. Examples of such interfer-
ence could include the need to access sensitive model components or 
disrupt model deployment to carry out the evaluation.
Resources Both the resources required to develop an evaluation and 
those needed to execute it up to the desired effectiveness level need 
to be considered. Development costs relate to the effort necessary to 
design, implement, and integrate an evaluation within a provider’s ex-
isting infrastructure. For example, this could include developing evalu-
ation methodologies or datasets. Execution costs concern the resources 
required to run the evaluation once developed, including compute, 
time, and human involvement.

Assessing and comparing effectiveness is challenging because the 
informational value provided by an evaluation for a given model is 
multidimensional. As a result, an evaluation may be more informa-
tive along certain risk dimensions while being less informative or less 
reliable along others. Moreover, evaluations are empirical measure-
ments whose results are subject to uncertainty and can be affected 
by implementation choices such as sampling strategies or protocol 
design. For these reasons, comparing the informational value of dif-
ferent evaluations cannot rely on a single metric or binary notion of 
effectiveness. Rather, it first requires a methodological approach that 
identifies a coherent set of metrics, each capturing distinct dimensi-
ons of informational value, and that takes into account measurement 
uncertainties. Second, where empirical evidence remains incomplete 
or ambiguous, it requires a normative judgment to determine whether 
the remaining differences in informational value are relevant for the 
specific risk, model, and context under consideration. If the differences 
in informational value are negligible, then evaluations could be consi-
dered equally effective, with only the least burdensome one thus being 
considered necessary. 

Research  is required to enable the comparison of informational value 
and burden across evaluations, and in doing so to provide methodolo-
gies for establishing when an evaluation is necessary. 

Balancing
The informational value of a specific evaluation must be weighed 
against its burden to assess whether there is a manifest imbalance 
(intra-evaluation comparison). If so, another evaluation with a lower 
effectiveness level and lower burden may be more appropriate (see the 
figure). The following considerations can guide the weighing of infor-
mational value against burden for an evaluation.
Risk profi le of the model The estimate of the probability and severity 
of harm stemming from the model may change throughout the mod-
el’s life cycle and risk assessment process, based on new information. 
Similarly, the level of confidence in the risk estimates may change 
throughout the risk assessment cycle. The evaluation should reflect 
the most up-to-date risk estimate of the model, taking into account 
the level of confidence in that estimate. In the absence of prior risk 
estimates, early risk indicators such as those based on the model’s 
training data, volume, development techniques, or the nature and 
scale of deployment (such as open-source availability, system integra-
tions, or reach in number of potential users) could serve as a basis for 
choosing a specific evaluation.
Provider capacity and relative burden Burden is not absolute, but 
should rather be weighed relative to the size and capacity of the affected 
provider, to the release and distribution strategy of the model, and to 
the extent to which constraints are self-inflicted.

On the basis of these considerations, a tiered evaluation methodology 
can help avoid misjudgments. The evaluation process could begin with 
low-cost and minimally intrusive methods (such as static prompting or 
simple multiple-choice tests) for which failure may be informative, e.g., 
sufficient to rule out elevated risk. If a model convincingly and unam-
biguously fails in simplified tasks, it is unlikely to succeed in real-world 

conditions. When initial evaluations prove inconclusive, reveal satura-
tion, or suggest higher risk levels, more demanding methods become 
appropriate. These might include evaluations on more realistic tasks 
with extended run-times or tool access. By progressively increasing 
the evaluation burden, this iterative process continues until evaluators 
achieve sufficient confidence in their risk estimate (10). This iterative 
approach also aligns with the precautionary principle, a binding admi-
nistrative principle in EU law. To reconcile proportionality with precau-
tion, continuing evaluations until reaching adequate confidence in the 
risk estimates carries considerable weight when balancing competing 
considerations (11).

Determining the level of informational value that an evaluation pro-
vides and weighing it against its burden is an open challenge. Advan-
cing the science behind the balancing step requires further research, 
including the development of metrics and methodologies that can 
guide this weighing. Additionally, further research on how the resour-
ces or intrusiveness of evaluations can be lowered while maintaining 
their informational value will allow their broader balanced application.

CASE STUDY: CYBER VULNERABILITY DISCOVERY
While GPAI models can present risk in a multitude of domains and 
contexts, the principle of proportionality encourages the identification 
of risks and scenarios in key specific cases that are representative and 
informative of this much wider range of situations. The simplified case 
study below is intended only as an example to clarify how proportional-
ity can be applied to a specific risk scenario: a malicious actor using an 
AI model to identify and exploit previously unknown vulnerabilities in 
an open-source codebase.

Suitability
We consider three distinct evaluation methods—HonestCyberE-
val (12), BountyBench (13), and CyberGym (14)—designed to assess 
model-assisted discovery and exploitation of vulnerabilities in open-
source codebases. All three share a common evaluation approach: 
requiring an AI model to iteratively execute tasks related to discovery 
and exploitation of vulnerabilities within a controlled environment. 
These evaluation methods do not cover the full risk of AI cyber mis-

Proportionality in risk evaluations
The burden and effectiveness of an evaluation are dependent on a number 

of factors, e.g., scaffolding techniques used or sample size. Each curve 

represents an evaluation method, and each point on the curve is an evaluation. 

A suitable evaluation must exceed the minimum level of effectiveness. An 

evaluation is necessary for a given effectiveness level if it is on the Pareto 

frontier of burden–effectiveness. The balancing step is to select a point on this 

frontier, an evaluation that reaches the level of effectiveness deemed most 

appropriate given the burden it incurs.
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use as they exclude other relevant attack classes (e.g., cryptanalysis). 
Nevertheless, this does not mean that they cannot produce suitable 
evaluations—for a choice of evaluation within one of these three eval-
uation methods to be suitable, in this case it is arguably enough for it 
to be sufficiently specific and realistic with respect to a concrete risk 
scenario, and for there not to be any preliminary evidence indicating 
a lack of sensitivity or scientific rigor.

Necessity 
HonestCyberEval provides models with direct access to key infor-
mation, including specific code segments containing synthetically 
introduced vulnerable lines. This simplification of the discovery and 
exploitation process diverges from realistic threat environments 
where such signaling is absent. However, failure remains informa-
tive. Concerning its burden, HonestCyberEval is self-contained, uses 
a simple loop that allows iteration, and keeps setup and per-run 
costs low.

BountyBench differs from HonestCyberEval in several ways. 
BountyBench more closely replicates the conditions under which 
cybersecurity experts operate. It also introduces a wider range of 
tasks across the attack process, allowing for higher evaluation sen-
sitivity. This helps avoid both benchmark saturation and near-zero 
performance. Concerning burden, it requires setting up and orches-
trating several systems and raises the computational execution costs 
compared to HonestCyberEval.

CyberGym can evaluate a larger and more diverse set of vulnerabili-
ties compared to HonestCyberEval and BountyBench, further increasing 
sensitivity and specificity. It achieves highly realistic evaluations of end-
to-end discovery and exploitation of vulnerabilities. By covering more 
instances of the same task, CyberGym also provides higher statistical 
guarantees, raising its rigor above HonestCyberEval and BountyBench. 
In terms of burden, CyberGym appears to be the most expensive of the 
three methods.

Each of these evaluation methods includes evaluations achieving le-
vels of effectiveness that cannot be achieved with less burden by any 
evaluation from either of the other two methods. In other words, each 
evaluation method has evaluations that are necessary (see the figure, 
with Methods 3, 2, and 1 representing HonestCyberEval, BountyBench, 
and CyberGym, respectively). The shape of the Pareto frontier, which 
includes components from each of the three methods, depends on the 
evaluation method but also on the specifics of the model and on the 
context in which it is developed and deployed. 

Balancing
Each of the three methods has a specific effectiveness–burden 
trade-off. HonestCyberEval imposes a lower burden and can be 
understood as a screening evaluation: It simplifies the task with 
strong model guidance, making failure informative but success only 
a weak signaling of risk. BountyBench is operationally realistic and 
allows a gradual assessment of capabilities, enabling evaluators to 
distinguish modes of failure, but imposes substantial system inte-
gration effort. CyberGym can offer high specificity, sensitivity, and 
rigor through increasing the number of instances per task, which 
adds to its computational execution cost. These trade-offs need to 
be considered in the balancing step when choosing which evalua-
tion instance of which evaluation method to require. For example, 
the regulator might adopt an iterative evaluation approach: requir-
ing an instance of HonestCyberEval unless higher-risk indicators 
emerge, in which case instances of BountyBench, or even Cyber-
Gym, could be required instead to increase confidence in the risk es-
timate. However, such concrete balancing can only be done in light 
of all the evidence and context available, which is beyond the scope 
of this case study. Ultimately, deciding which evaluation provides 
an appropriate balance between effectiveness and burden requires 
a scientifically grounded normative judgment.

RESEARCH CHALLENGES
Applying the principle of proportionality to the requirement for pro-
viders to carry out model evaluations for AI risk raises three main 
research challenges: determine the minimum informational value re-
quired for an evaluation to be suitable; advance methodological inno-
vations that can determine which evaluations are “equally effective,” 
enabling the identification of less burdensome evaluations where 
available; and establish how the resource demands or intrusiveness 
of evaluations can be lowered without undermining their informa-
tional value, and how to approach the unique trade-offs involved for 
each evaluation. This means that researchers developing AI model 
evaluations should document and compare the effectiveness and bur-
den of their evaluations to those of other relevant evaluations, to fa-
cilitate proportionality assessments.

Amid global concerns that regulatory requirements may hinder in-
novation and affect competitiveness, the principle of proportionality 
is highly relevant, ensuring that measures are well calibrated to their 
objectives and do not impose excessive burden. Its practical applica-
tion to model evaluations for AI risk requires a scientific approach that 
enables the regulator to better assess the effectiveness and burden of 
evaluations and their trade-offs. �
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